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Blockchains

long-term integrity decentralization



Overview

- Intro to EVM-based blockchains
- Flexibility framework
- CATX
- Experiments
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Quantum vulnerable: ECDSA signature

Execution layer

- Verify & execute T
- Update 𝛔

Consensus layer

- Defines canonical chain
- Validators vote

P2P layer

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

𝛔t+1 ≡ Υ(𝛔t, T) 



Flexibility framework

Execution layer Consensus layer

P2P layer

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Transactions



Flexibility framework | Coordination

Execution layer Consensus layer

P2P layer

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Transactions

E
nd

-u
se

rs
N

od
e 

op
er

at
or

s



Flexibility framework | Coordination

Execution layer Consensus layer

P2P layer

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Transactions

E
nd

-u
se

rs
N

od
e 

op
er

at
or

s
Weaker incentive



Flexibility framework | Coordination

Execution layer Consensus layer

P2P layer

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Transactions

E
nd

-u
se

rs
N

od
e 

op
er

at
or

s

Stronger incentive

Weaker incentive

HSM



- Singular

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legend:

: cryptographic scheme



- Singular

- Selected

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legend:

: cryptographic scheme



- Singular

- Selected

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legend:

: cryptographic scheme



- Singular

- Selected

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legend:

: cryptographic scheme



- Singular

- Selected

- Negotiated

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legend:

: cryptographic scheme



- Singular

- Selected

- Negotiated

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legend:

: cryptographic scheme



- Singular

- Selected

- Negotiated

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legend:

: cryptographic scheme



- Singular

- Selected

- Negotiated

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legend:

: cryptographic scheme



- Singular

- Selected

- Negotiated

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments



- Singular

- Selected

- Negotiated

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Simple



- Singular

- Selected

- Negotiated

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

⇒Simple



- Singular

- Selected

- Negotiated

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Simple
Synchronous 

upgrade⇒



- Singular

- Selected

- Negotiated

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Simple

Support multiple schemes

Synchronous 
upgrade⇒



- Singular

- Selected

- Negotiated

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Simple

Support multiple schemes ⇏

Synchronous 
upgrade⇒



- Singular

- Selected

- Negotiated

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Simple
Synchronous 

upgrade

Support multiple schemes ⇒

⇒



- Singular

- Selected

- Negotiated

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Simple
Synchronous 

upgrade

Support multiple schemes ⇒
Asynchronous 

upgrade

⇒



- Singular

- Selected

- Negotiated

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Simple
Synchronous 

upgrade

Support multiple schemes ⇒
Asynchronous 

upgrade

Support multiple schemes

Communication

⇒



- Singular

- Selected

- Negotiated

Flexibility framework | Types

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Simple
Synchronous 

upgrade

Support multiple schemes ⇒
Asynchronous 

upgrade

Support multiple schemes

Communication
⇒

Asynchronous 
upgrade

⇒



Flexibility framework 

Execution layer Consensus layer

P2P layer

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Transactions

E
nd

-u
se

rs
N

od
e 

op
er

at
or

s



Flexibility framework 

Execution layer Consensus layer

P2P layer

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Transactions

E
nd

-u
se

rs
N

od
e 

op
er

at
or

s

Selected



Flexibility framework 

Execution layer Consensus layer

P2P layer

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Transactions

E
nd

-u
se

rs
N

od
e 

op
er

at
or

s

Selected

Selected



Flexibility framework 

Execution layer Consensus layer

P2P layer

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Transactions

E
nd

-u
se

rs
N

od
e 

op
er

at
or

s

Selected

Selected

Singular



Flexibility framework 

Execution layer Consensus layer

P2P layer

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Transactions

E
nd

-u
se

rs
N

od
e 

op
er

at
or

s

Selected

Selected

Singular

Singular



Flexibility framework 

Execution layer Consensus layer

P2P layer

Transactions

E
nd

-u
se

rs
N

od
e 

op
er

at
or

s

Selected

Selected

Singular

Singular

CATX

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments



Flexibility framework 

Execution layer Consensus layer

P2P layer

Transactions

E
nd

-u
se

rs
N

od
e 

op
er

at
or

s

Selected

Selected

Singular

Singular

CATX Key 
agility

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments



Cryptographically agile transactions (CATX)

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments



Cryptographically agile transactions (CATX)

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legacy typed-transaction:



Cryptographically agile transactions (CATX)

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legacy typed-transaction:



Cryptographically agile transactions (CATX)

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legacy typed-transaction:



Cryptographically agile transactions (CATX)

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legacy typed-transaction:

Limitations:

- Assumes pk recovery



Cryptographically agile transactions (CATX)

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legacy typed-transaction:

Limitations:

- Assumes pk recovery
- Signature hardcoded inside tx serialization



Cryptographically agile transactions (CATX)

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legacy typed-transaction:

Limitations:

- Assumes pk recovery
- Signature hardcoded inside tx serialization

❌ Modularity



Cryptographically agile transactions (CATX)

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legacy typed-transaction:

CATX design:



Cryptographically agile transactions (CATX)

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legacy typed-transaction:

CATX design:



Cryptographically agile transactions (CATX)

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legacy typed-transaction:

CATX design:



Cryptographically agile transactions (CATX)

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Legacy typed-transaction:

CATX design:



Experiments

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments



Experiments

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Main question:

TPS: Tx/s



Experiments

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Main question:

TPS: Tx/s

Tendermint consensus:

Block at 
Height 1

Block at 
Height 2 …

< time out < time out …



Experiments

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Main question:

TPS: Tx/s

Tendermint consensus:

Block at 
Height 1

Block at 
Height 2 …

<3s <3s …



Main question:

TPS: Tx/s

Tendermint consensus:

…

<3s <3s …

Experiments

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Transaction 1

…

Transaction n

Transaction 1

…

Transaction n



Main question:

TPS: Tx/s

Tendermint consensus:

…

<3s <3s …

Experiments

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Transaction 1

…

Transaction n

Transaction 1

…

Transaction n

1 block proposer:

- Gather Tx
- Verifies Tx
- Proposes block

Attestors check



Main question:

TPS: Tx/s

Tendermint consensus:

<3s <3s

Experiments

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Transaction 1

…

Transaction n

Transaction 1

…

Transaction n

1 block proposer:

- Gather Tx
- Verifies Tx
- Proposes block

Attestors check

Constraints:

- CPU & disk i/o



Main question:

TPS: Tx/s

Tendermint consensus:

<3s <3s

Experiments

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Transaction 1

…

Transaction n

Transaction 1

…

Transaction n

1 block proposer:

- Gather Tx
- Verifies Tx
- Proposes block

Attestors check

Constraints:

- CPU & disk i/o
- Gas



Main question:

TPS: Tx/s

Tendermint consensus:

<3s <3s

Experiments

Intro to EVM-based blockchains
Flexibility framework
CATX
Experiments

Transaction 1

…

Transaction n

Transaction 1

…

Transaction n
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- Gather Tx
- Verifies Tx
- Proposes block

Attestors check

Constraints:

- CPU & disk i/o
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        ECDSA:                   limited by round timeout

Falcon + ML-DSA:           limited by block size
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