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Challenges (NIST CSWP 39): Blockchains

- Transitions take a long time
- Backward compatibility

- PQC increases resource pressure decentralization long-term integrity
- Downgrade attacks become a risk
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Main question:

TPS: Tx/s

Tendermint consensus: Constraints:

- CPU & disk i/o
1 block proposer: Transaction 1 Transaction 1 - Gas
- Gather Tx - Block size
- Verifies Tx Transaction n Transaction n
- Proposes block

Attestors check
<3s <3s
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Type Peak TPS Sustained TPS Gas% Size% Bottleneck
Legacy 4,021 3,963 19% 1% CPU
ECDSA 4,032 3,964 22% 2% CpPU
Falcon-512 3,730 1,625 78% 72% Mixed
ML-DSA-44 2,210 3,794 46% 100% Block size
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Experiments

Type Peak TPS Sustained TPS Gas% Size% Bottleneck
Legacy 4,021 3,963 19% 1% CPU
ECDSA 4,032 3,964 22% 2% CpPU
Falcon-512 3,730 1,625 78% 72% Mixed
ML-DSA-44 2,210 3,794 46% 100% Block size

ECDSA:

Falcon + ML-DSA:

limited by round timeout

limited by block size
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